Mpukas ®enepanbHOM Cry>KObl MO TEXHNYECKOMY U KCNOPTHOMY KOHTPOSHO
oT 18 dpeBpansa 2013 r. N 21
"O6 ytBepxaeHun CoctaBa 1 cogepkaHnsa opraHN3aLmMOHHbIX N TEXHUYECKUX Mep MO
obecneyveHnto 6e30nacHOCTU NepcoHarbHbIX AaHHbIX NPy nx 06paboTke B MHPOPMALMOHHbBIX
cucTemax nepcoHarnbHbIX JaHHbIX"

FAPAHT:

CM. pasbsCHeHWss OTAerbHbIX MOSIOKEHUM HAacTOALWero npukasa npuBedeHHble B
nHdopmaunoHHom cooblueHnmn PCTIK Poccum ot 15 niona 2013 r. N 240/22/2637
B cootBetcTBUM C 4HacTbio 4 ctaten 19 depepanbHoro 3akoHa ot 27 wona 2006 r.
N 152-®3 "O nepcoHanbHbix pAaHHbiX" (CobpaHve 3akoHogaTtenbcTtBa Poccuinckon
depepaumn, 2006, N 31, ct.3451; 2009, N 48, cT1.5716; N 52, cT.6439; 2010, N 27,
cT. 3407; N 31, cT. 4173, c1.4196; N 49, cT. 6409; 2011, N 23, cT. 3263; N 31, c1.4701) 1
MNonoxeHnem o ®PegepanbHOn cnyxbe No TEXHUYECKOMY WM IKCMOPTHOMY KOHTPOSO,
yTBepxaeHHbIM Ykasom [NpesnageHTta Poccunckon denepaumm ot 16 asrycta 2004 r. N 1085
(Cobpanune 3akoHopaTtenbcTBa Poccunckon depepaummn, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), NnpukasbiBato:
1. YTBepanTb npunaraemole CocTtaB 1 cofepxaHne opraHn3aumoHHbIX U TEXHUYECKNX
Mep no obecneyeHnto ©e30MacHOCTU MEepPCOHarnbHbIX AaHHbIX NpuM uXx o0bpaboTke B
MHPOPMALMOHHBIX CMCTEMAX NEePCOHarbHbIX AAHHbIX.
2. MNpuaHaTb yTpaTtmuBwmnm cuny npukasz PCTIOK Poccum ot 5 despans 2010 r. N 58
"O6 yTtBepxgeHun [lonoxeHns o MeTogax W cnocobax 3awuTbl uMHGOpPMauMM B
MHAOPMALMOHHBIX CUCTEMAaX NepCcoHarbHbIX AaHHbIX" (3apermctpupoBaH MuHiocTtom Poccum
19 pepansa 2010 r., pernctpauymoHHbii N 16456).

AunpexTop ®epepanbHON cnyxobl B. CenvH
MO TEXHUYECKOMY M SKCMOPTHOMY KOHTPOJIO

3apeructpuposaHo B MuHiocte PO 14 maa 2013 r.
PernctpauunoHHbin N 28375

CocTtaB u cogepxaHue
OpPraHU3auMOHHbIX U TEXHUYECKUX Mep No obecneyeHnIo 6e3o0nacHOCTU
nepcoHanbHbIX AAaHHbIX NPU X 06paboTke B UHPOPMALMOHHbLIX CUCTEMAX
NnepcoHanbHbIX AAHHbIX
(yTB. Nnpukaszom ®epgepanbHON CNYXO0bl N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIIO OT
18 dbeBpansa 2013 r. N 21)

. O6wme nonoxeHusa

1. Hactoswumin pokymeHT paspaboTtaH B COOTBETCTBMM C 4YacTebio 4 crtaten 19
depepanbHoro 3akoHa ot 27 uona 2006 r. N 152-d3 "O nepcoHanbHbix gaHHbIX" (CobpaHue
3akoHopartenbctBa Poccunckon depepaumn, 2006, N 31, ct1. 3451; 2009, N 48, cT. 5716;
N 52, cT. 6439; 2010, N 27, cT1.3407; N 31, cT.4173, cT.4196; N 49, cT1. 6409; 2011, N 23,
cT. 3263; N 31, c1.4701) n yctraHaBnuBaeT COCTaB W COAEPXaHWE OpraHm3aumMOHHbIX |
TEXHMYECKNX mep no obecneyeHnio 6e30nacHOCTM NepcoHarnbHbIX AaHHbLIX Npy X obpaboTke
B MH(OPMALMOHHBIX CUCTEMax MNepCoHanbHbIX AaHHbIX (ganee - Mepbl No obecneyeHuto
0e30MacHOCTM MepCoHarnbHbIX AaHHbIX) AN KaXOoro M3 YPOBHEW  3alUMLLEHHOCTU
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nepcoHasnbHbIX AaHHbIX, YCTAHOBIEHHbIX B TpeboBaHMsX K 3aluTe nepCoHanbHbIX OaHHbIX
npu mx obpaboTke B MHPOPMALMOHHBLIX CUCTEMAX MEepPCOHarnbHbIX AAHHbIX, YTBEPXOEHHbIX
noctaHoBneHvem [lpaButensctBa Poccuiickon ®Pepepaumm ot 1 Hoabpa 2012 r. N 1119
(Cobpanue 3akoHogatenbcTBa Poccuiickon ®egepauum, 2012, N 45, cT. 6257).

Mepbl no obGecneyeHnMio ©e30MacHOCTU MEePCOHArbHbIX AAHHbIX MPUHMMAKTCA OnS
3aWmMTbl NepcoHanbHbIX [aHHbIX OT HEMNPaBOMEPHOro WM CRAyYamHOro AOCTyna K HUM,
YHUUTOXEHUS, N3MEHEHNS, GnoknpoBaHus, KonMpoBaHus, npenocTaBneHus,
pacnpoCTpaHeHUs1 NEPCOHarbHbIX AAHHbIX, @ Takke OT WHbIX HENPaBOMEPHbIX AENCTBUN B
OTHOLLEHMM NePCOHanbHbIX AAHHbIX.

B HacTosiIlLeM JOKYMeEHTe He paccMaTpmBaloTCs BONPOChl obecnevyeHns 6e3onacHoCTu
nepcoHanbHbiX AaHHbIX, OTHECEHHbIX B YCTAHOBMIEHHOM MOpPsiAKE K CBeOeHUsM,
COCTaBMAKLWMM FOCYQapCTBEHHYIO TarHy, a TakKkKe Mepbl, CBSA3aHHble C MNPUMEHEHUEM
LnppoBanbHbIX (KpunTorpanyecknx) cpeacTs 3awmnTbl UHOpMaUuu.

2. be3onacHOCTb NepcoHanbHbIX AaHHbIX Npu KX obpaboTke B MHG(OPMAaLMOHHOWN
cUCTeEMe MnepcoHasbHbIX AaHHbIX (danee - WHGOPMaUMOHHas cuctema) obecneuvvmBaet
oneparop UnNu nuuo, ocyllecTensolee o6paboTky nepcoHanbHbIX LaHHbIX MO MOPYYEHUIO
onepaTopa B COOTBETCTBMM C 3akoHoAaTenbcTBOM Poccuinckon ®egepaunn.

[ns BbinonHeHus paboT no obecnevyeHnto 6e30NacHOCTU NEePCOHanbHbIX AaHHbIX NpU
nx obpaboTke B WHPOPMALMOHHOM CUCTEME B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccuinckon depepaumm MoryT npuerekaTbCa Ha LOrOBOPHOM OCHOBE topuanyeckoe nuuo
UNnU WHOMBMAOYaNbHbIN NpeanpuHMMaTenb, WMEeKLWMne NUUEH3NI0 Ha AesATenbHOCTb Mo
TeXHMYECKoM 3alumnTe KoHpmnaeHunansHONn nHpopmaumn.

3. Mepbl no obecneyeHnto ©e30MacCHOCTU MEepPCOHasbHbIX AaHHbIX peanu3ylTca B
paMKax CWUCTEMbl 3aluTbl MNEpPCOHarnbHbIX [AaHHbIX, CO34aBaemMoW B COOTBETCTBMM C
TpeboBaHMsAMKN K 3alUMTE MNEepCOoHarnbHbIX AAHHbIX NpU UX 00paboTke B MHAOPMALMOHHbIX
cucTeMax MepCoHarnbHbIX AaHHbIX, YTBEPXAEHHbIMW nocTaHoBrneHnem [lpaBuTenbcTBa
Poccuinckon ®degepauum ot 1 Hosa6ps 2012 1. N 1119, u AgomkHbl ObiTb HanpaBneHbl Ha
HeNnTpanu3auuio akTyanbHbIX yrpo3 6€30nacHOCTU NepPCOHanbHbIX AaHHbIX.

4. Mepbl no obecneyeHnto 6e30MNacHOCTU NePCOHarbHbIX JaHHbIX peanuayoTcs B TOM
yucrie nocpeacTBOM MNPUMEHEHUS B WMH(OPMAUMOHHOM CUCTEME CPEeACTB  3aluuThl
WHpopmauuK, npowewmx B yCTaHOBIEHHOM Mopsake npouenypy OUEHKM COOTBETCTBMS, B
cnyyasix, Korga npMMeHeHue Takumx cpeacTtB HeobxoaMMo Onsi HemTpanusauuun akTyarnbHbIX
yrpo3 6e30nacHOCTM NepCcoHanbHbIX AAHHbIX.

FTAPAHT:

Hymepauunsa nyHKTOB NPUBOANTCSA B COOTBETCTBUM C UICTOYHUKOM

6. OueHka 9(PEKTMBHOCTM peanu3oBaHHbIX B paMKax CUCTEMbl 3aluThbl
nepcoHanbHbIX [aHHbIX Mep Mo obecnevyeHnto 6e30MacHOCTM MepCoHanbHbIX  AaHHbIX
NpPoOBOOMTCA OMNepaTopoM CaMOCTOATENbHO UMW C MpUBrEeYEHMEM Ha [OOroBOPHOW OCHOBE
IOPUANYECKNUX NUL, U MHOMBUAOYANbHLIX MpegnpuHMMaTenen, UMeELWnMX JNULEH3NI0 Ha
OCYyLLUEeCTBMEeHNe OeATeNbHOCTU N0 TEXHUYECKOW 3alimTe KOH(uaeHumansHon nHgopmaumn.
YkasaHHasi OLleHKa NPOBOANTCS HE pexe o4HOoro pasa B 3 roga.

7. Mepbl no obecneveHnto 6e30MacHOCTU NEPCOHarbHbIX AaHHbLIX NpU nx obpaboTke B
rocygapCTBEHHbIX  MH(OPMALMOHHBIX CUCTEMax MPUHUMAKOTCA B COOTBETCTBUM C
TpeboBaHMAMM O  3awmTte  MHOPMALMM, COAepXalencs B  rocyaapCTBEHHbIX
MHPOPMAUMOHHBLIX cucTemax, YycTtaHasnuBaembiMm OCTIK Poccum B npegenax cBOUX
NOSTHOMOYNA B COOTBETCTBUM C 4YacTbio S5 ctatbn 16 PepepanbHOro 3akoHa OT 27 uions
2006 r. N 149-03 "O6 wHpopmMauun, WHMOOPMALMOHHBIX TEXHOSMOMMAX U O 3awuTe
nHpopmauun" (CobpaHue 3akoHogatTenoctea Poccuiickon ®enepaunn, 2006, N 31, cT. 3448;
2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328).
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Il. CocTaB u cogepxaHne mep no o6ecnevyeHnto 6€30MacHOCTU NepPCoHarnbHbIX AaHHbIX

8. B coctaB mMep no obecriedyeHnto 6e30MacHOCTU MEPCOHamnbHbIX [aHHbIX,
peanuayeMbiX B paMKax CUCTEMbl 3alLMTbl MEPCOHAsNbHbIX OAHHbIX C Y4ETOM akTyamnbHbIX
yrpo3 6e30MacHOCTM  MNepcoHasibHbIX  OaHHbIX U NPUMEHSEMbIX  UH(OPMAaLNOHHbBIX
TEXHOMOrMn, BXOAAT:

noeHTUUKaums n ayteHTudunkaunsa cydbekToB 4OCTyna N 06bekToB A0CTYNa;

ynpasrneHue gOCTyrnom cybbekToB AoCTyna K o6bektam A0CTyna;

orpaHu4eHne NporpammMHON cpeabl;

3aWmuTa  MalUMHHbIX HOocuTenem WHdopMaumm, Ha KOTOPbIX XpaHATCa W (unu)
obpabaTbiBalOTCA NepcoHarnbHble AaHHble (Janee - MalWHHbIE HOCUTENW MNepCoHasrbHbIX
AaHHbIX);

pernctpauus cobbiTnin 6e3onacHoOCTy;

aHTUBMPYCHasN 3aLUnTa;

obHapyxeHue (NpeaoTBpaLLEHNE) BTOPXKEHUN;

KOHTPO-b (aHanu3) 3almLLEeHHOCTM NEPCOHanbHbIX AaHHbIX;

obecneyeHne LenoCTHOCTU MHPOPMALIMOHHON CUCTEMBI M MEPCOHANbHbIX AaHHbIX;

obecneyeHne JOCTYNMHOCTM NEPCOHAarbHbIX AaHHbIX;

3awmTa cpefbl BUpTyanusaumm;

3almnTa TEXHUYECKNX CPEACTB;

3awmTa MHPOPMaLMOHHOW CUCTEMbI, ee CPeaCTB, CUCTEM CBA3U U Nnepefayv AaHHbIX;

BbIsIBIeHWE MHUMOEHTOB (OAHOro COObLITUA WMNKU rpynnbl COBLITUIN), KOTOpblE MOryT
NpuBECTU K CO0AM U HapyLLEHNIO OYHKLMOHMPOBAHNSA UHPOPMALNOHHOW CUCTEMBI U (MNn)
K BO3HMKHOBEHMIO Yrpo3 6e30MacHOCTM MNepCcoHanbHbIX OaHHbIX (ganee - WHUMAOEHTbI), U
pearMpoBaHue Ha HUX;

ynpaBneHne KoHdurypaunen uHPOPMaUMOHHON CUCTEMbI M CUCTEMbl  3aLUTbI
nepcoHarbHbIX AaHHbIX.

CoctaB n cogepxaHne mep no obecnedyeHnto 6€30NacHOCTU NEPCOHasbHbIX AAHHbLIX,
HeobxoouMMbix Onsi obecnevyeHus Kakaoro M3 YpoOBHEW 3alUMLEHHOCTM MepCOHarbHbIX
AaHHbIX, NPMBEAEHbI B MPUMNOXEHNN K HACTOSALLEMY AOKYMEHTY.

8.1. Mepbl No naeHTUMUKaUMM N ayTeHTUdUKaumm cyGbEKTOB AOCTyna U 0ObEKTOB
AocTyna gormkHbl obecneymBaTb NpucBoeHMe cybbekTaMm n obbektaM AoCTyna YHUKanbHOro
npusHaka (ngeHtndukatopa), CpaBHEHNE NpPeabsBAsSeMoro cyobektom (06beKToM) gocTtyna
noeHTugukatopa C nepevyHeM MNPUCBOEHHbIX, WOEHTU(MUKATOPOB, a TakKke MNpPOBEpPKY
NPUHAANEXHOCTN CcyObekTy (00bekTy) [ocTyna npeabsBrEHHON0O UM  MaeHTudukaTopa
(noaTBepxaeHne NoaMHHOCTHI).

8.2. Mepbl no ynpaBneHuio J0CTynoM cybbekToB [OCTyna K obbektam JocTtyna
AOMMKHbI obecneunBaTb ynpaBreHWe npaBaMn U NpuBUNersaMuM cybbekToB [OCTyna,
pasrpaHyyeHne 0ocTyna cyObekToB AocTyna K obbektaMm OCTyna Ha OCHOBE COBOKYMHOCTU
YCTaAHOBMEHHbIX B MHAOPMALMOHHOW CUCTEME MpaBwUSl pasrpaHuMYeHust OOCTyna, a Takke
obecneunBaTb KOHTPOMb 3a cCOBNoaeHNEM 3TUX NpaBun.

8.3. Mepbl N0 orpaHMYeHN0 NPOrpaMMHON cpeapbl AOMKHbI obecnevmBaTb YCTAaHOBKY U
(vnn) 3anyck TOMbKO pas3pelleHHOro K WUCNOoNb30BaHUI B WH(OPMALMOHHOM cucteme
nporpamMmMHoOro obecneyYeHnss UNn UcknYaTb BO3MOXHOCTb YCTAHOBKM M (MnM) 3anycka
3anpeLLeHHOro K MCNob30BaHUIO B MHPOPMALMOHHOM cucTeMe nNporpaMmMHOro obecneyeHus.

8.4. Mepbl no 3awWmMTe MaLUMHHbIX HOCUTENEen nepcoHanbHbIX AaHHbIX (CpencTB
06paboTkn  (XpaHeHWs1) nNepcoHanbHbIX AaHHbIX, CbEMHbIX MAaLUUHHbIX HOCUTEneun
nepcoHanbHbIX AaHHbIX) OOIMKHbI UCKITOYaTb BO3MOXHOCTb HECAHKLMOHMPOBAHHOMO AoCTyna
K MalMHHBbIM HOCUTENAM W XPaHALWMMCH Ha HUX MNEepcoHanbHbIM [AaHHbIM, a Takke
HEeCaHKUMOHNPOBaAHHOE WCMNOSb30BaHNE CbEMHbIX MAaLUMHHBIX HOCUTENEW nepcoHanbHbIX



AaHHbIX.

8.5. Mepbl no perucTpaumm cobbiTvii BGesonacHoOCTM A0SKHbl obecneymBaTb cbop,
3anuncb, XpaHeHne 1 3awmTy MHopMaumm o cobbiTnuax 6e3onacHoOCTN B MH(OPMaLMOHHOM
CUCTEME, a TakKe BO3MOXHOCTb MPOCMOTPA U aHanusa UHopMauun O Takux COBbITUAX U
pearmpoBaHue Ha HUX.

8.6. Mepbl no aHTMBMPYCHOW 3awuTe [OIMkHbl obecnednBaTb OOHapyXeHue B
WH(POPMALMNOHHON CUCTEME  KOMMbIOTEPHbIX MporpaMm nnMBo  MHOW  KOMMbIOTEPHOM
MHopmauuu, npeaHasHa4YeHHOW A1 HECAHKUMOHMPOBAHHOIO YHUUTOXEHNS, BrIoKMpoBaHus,
Moandukaumm, KoOnUpoBaHUSA KOMMbIOTEPHOM MHGOPMaUMM UK HenTpanusauun cpeacTts
3aWwunTbl MHopMauun, a TaKke pearmpoBaHue Ha O6HapyXeHue 3dTUX nporpamMm U
MHOpMaLUK.

8.7. Mepbl No obHapyxeHuo (NpeaoTBpaLLEHNIO) BTOPXEHUIA OOMKHbI obecneymBaTtb
obHapyxeHve  OencTBumn B WH(OpMaAUMOHHON  cuUCTeMe, HanpaBneHHbIX  Ha
HECaHKUMOHMPOBAHHbLIN  AOCTYyN K  WHoOpMauun, chneumarnbHble BO3OENCTBUSA  Ha
WHPOPMAUUNOHHYKD cuUcTeMY W (UNIM) nNepcoHaribHble [aHHble B Uensx JoObiBaHuS,
YHUMTOXEHUSA, UCKaXKEeHUA 1 BrokupoBaHWUs OOCTyna K MepcoHasnbHbiM OaHHbIM, a Takke
pearmpoBaHue Ha 3TU AENCTBUS.

8.8. Mepbl no KOHTpornto (aHanu3y) 3alULEHHOCTU NepCOHanbHbIX OaHHbIX OOJTKHbI
obecne4vnBaTb KOHTPOSb YPOBHS 3aLUULLEHHOCTU NEepCoHasbHbIX AaHHbIX, 0bpabaTbiBaeMblX
B MH(OPMALMOHHOM CcUCTEME, MyTEM [MPOBEAEHUA CUCTEMATUYECKUX MEePONPUATUA MO
aHanuay 3almLeHHOCTN MHGOPMAaLMOHHOM CUCTEMBI U TECTUPOBaHMIO paboTocnocobHOCTU
CUCTEMBbI 3aLUMTbl NePCOHAasbHbIX AAaHHbIX.

8.9. Mepbl no obecneyeHuo UENOCTHOCTU UHPOPMALUMOHHOW CUCTEMBI WU
nepcoHarbHbIX AaHHbIX AOIMKHBbI obecneynBaTtb obHapyxeHue dakToB
HECaHKUMOHUPOBAHHOIMO  HapyLeHUs  UerloCTHOCTU  MH(OPMALMOHHOM  CUCTEMBbI U
cofepXallumMxcs B HeW nepcoHanbHblX AaHHbIX, a Takke BO3MOXHOCTb BOCCTAHOBMEHMS
MHOPMALNOHHOM CUCTEMBI U COAEPXKALLMXCSA B HEN NEePCOHasbHbIX aHHbIX.

8.10. Mepbl no obecneyeHMto OOCTYMHOCTU MNEPCOHAsNbHbIX AaHHbIX OOSMKHbI
obecneynBaTb aBTOPM3OBaHHbLIA AOCTYN MONb30BaTeNen, MMeLWmuxX npasa no JocTyny, K
nepcoHasnbHbIM AaHHbIM, coaepXallMmcs B MIHOPMALMOHHON CUCTEME, B LUTATHOM pexume
PYHKLUMOHUPOBAHUSA MUHAPOPMALNOHHOM CUCTEMBI.

8.11. Mepbl no  3awute  cpegbl  BUpTyanu3aumm  OOSMDKHbl  UCKNKOYaTb
HeCaHKLMOHUPOBAHHbIN JOCTYN K NePCOHasbHbIM AaHHbIM, 0bpabaTbiBaeMbiM B BUPTYyarbHOM
NHAPACTPYKTYPE, M K KOMNOHEHTAM BUPTYyarbHON MHAPACTPYKTYpbl U (MNK) BO3AENCTBME Ha
HUX, B TOM 4uCre K cpeactBaM yrnpasreHus BUPTYanbHOW WHAPACTPYKTYPOWU, MOHUTOPY
BUPTYyanbHbIX MawWH (fMNepBu3opy), CUCTEME XpaHEHUs [AaHHbIX (BKMKOYas CcucTemy
XpaHeHus1 o6pas3oB BUPTyanbHOM WHAPACTPYKTYpbl), CETU nepedayvm [LOaHHbIX 4epes
aNeMeHTbl BUPTYanbHOW UMY U3NYECKONn UHAPaACTPYKTYpbl, FOCTEBLIM OMNepauuoHHbIM
cuctemam, BUPTyalnbHbIM - MalwmHam  (KOHTEMHepaM), CUCTEME W CeTU pennimkauuu,
TepMUHarnbHbIM U BUPTyarbHbIM YCTPOMCTBAM, @ TakKe CUCTEeMe pPe3epBHOr0 KONMPOBaHUSA Y
co3aBaeMbIM €H0 KOMUSIM.

8.12. Mepbl no  3awmTe  TEeXHUYECKUX  CpeacTB  OOSMKHbl  UCKIYaTb
HeCaHKUMOHNUPOBAHHbLIN aoctyn K CTauMoHapHbIM TEXHUYECKUM cpeacrteam,
obpabaTbiBalOLLNM nepcoHanbHble AaHHble, cpeacrteam, obecneunBaoLLNM
PYHKUMOHUPOBaHUE MHGOPMALMOHHON CcUCTeMbl (danee - cpeactBa obecnevyeHus
PYHKUMOHUPOBAHMUS), U B MOMELLEHUS, B KOTOPbIX OHW MOCTOSHHO PacrnofiOXeHbl, 3aluTy
TEXHUYECKUX CPEeACTB OT BHELLUHMX BO3AEWCTBUW, a TakkKe 3alunTy NepcoHarnbHbIX OaHHbIX,
npeacTaBnNeHHbIX B BUAE NMH(POPMATUBHbBIX 3NTEKTPUYECKUX CUrHAMNOB 1 PU3NYECKUX MONEN.

8.13. Mepbl no 3awute UMHPOPMALMOHHOWM CUCTEMbI, €e CPeacTB, CUCTEM CBHA3U U
nepegayvM AdaHHblX  OOMKHblI  obecnevvBaTb  3aliMTy MNEPCOHanbHbIX  AaHHbIX  MNpU



B3aMMOOENCTBUN MHGPOPMALMOHHOMW CUCTEMbI UMM €€ OTAEfNbHbIX CEerMEHTOB C MHbIMU
WH(POPMALUMNOHHBIMX  CUCTEMaAMU U MHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU  CETAMM
nocpencTBOM NPUMEHEHUST apXUTEKTYPbl MIHPOPMAaLMOHHON CUCTEMbI U MPOEKTHBIX PELLEHUN,
HanpasreHHbIX Ha obecneyeHne 6e30NacHOCTN NepCoHanbHbIX AAHHbIX.

8.14. Mepbl NO BbIABNEHUIO WHUMOEHTOB M pearmpoBaHU0 Ha HUX OOJDKHbI
obecneunBatb OOHapyxeHue, naeHTUUkaumio, aHanns WHUMOEHTOB B MHEOPMaLMOHHOM
cucTeMe, a Takke NPUHATUE MeP NO YCTPaHEHUIO U NpeaynpeXxaeHno MHUMOEHTOB.

8.15. Mepsbl no ynpaeBneHuto KoHurypaunen nHpopMaunoHHON CUCTEMbI U CUCTEMbI
3aWnTbl MNEepPCOHanbHbIX [OaHHbIX [OOMKHbl obecneynmBaTb YynpaBneHUE W3MEHEHUSMMN
KOHUrypaumm WHPOPMaLMOHHON CUCTEMbI U CUCTEMbI 3alUTbl NEPCOHasbHbIX AaHHbIX,
aHanu3 noTeHUManbHOro BO3AEUCTBUS NNAHUPyeMblX M3MEHeHMM Ha obecneveHne
6e3onacHOCTM NepcoHarnbHbIX JAaHHbIX, @ Takke JOKYMEHTUPOBaHMUE 3TUX U3MEHEHUN.

9. Bbeibop Mep no obecneyeHnto 6e30nNacHOCTN NePCOoHanbHbIX AaHHbIX, NOANeXawmx
peanu3auun B MH(MOPMALMOHHOW CUCTEME B paMKaxX CUCTEMbl 3alUMTbl MEPCOHasbHbIX
AaHHbIX, BKITHOYaeT:

onpeaeneHne 6asoBoro Habopa mep no obecneyeHnto 6e30MNacHOCTM NEePCOHanNbHbIX
AAHHbIX AN YCTAHOBMEHHOINO YPOBHS  3alUMLLEHHOCTM MNEpPCOHasbHbIX AaHHbIX B
CcoOoTBETCTBUM C Ba3oBbIMM Habopamn mep no obecneyeHmto 6€30MacHOCTU NEPCOHanbHbIX
AAHHbIX, MPMBEAEHHBIMU B MPUMNOXEHUN K HACTOSLLEMY JOKYMEHTY;

agantauuto 6asoBoro Habopa mep no obecneyeHuto 6e30MaCHOCTU MEPCOHarNbHbIX
AAHHbBIX C Y4ETOM CTPYKTYPHO-(PYHKLUNOHANbHbBIX XapakTepUCTUK MHPOPMaLMOHHON CUCTEMDI,
MHAPOPMALMOHHBLIX  TEXHOMOMMN, OCOBEHHOCTEN  (PYHKLUMOHMPOBaAHMS WUHAOPMALNOHHON
CUCTEMBI (B TOM YmMCne UCKtoYeHne n3 6azoBoro Habopa mep, HENOCPEACTBEHHO CBA3AHHbIX
C MHPOPMALMOHHBIMU TEXHOMNOMUSIMW, HE UCNOSTb3yeMbIMU B MIHPOPMALIMOHHON CUCTEME, Unn
CTPYKTYPHO-(PYHKLMOHANbHLIMU XapakTepUCTMKaMu, He CBOWCTBEHHbIMU MHGOPMAaLMOHHON
cucteme);

YyTOYHEeHne aganTtupoBaHHoro 6asoBoro Habopa mep no obecneyeHnto GeszonacHOCTH
nepcoHarnbHbIX JaHHbIX C y4EeTOM He BblOpaHHbIX paHee Mep, NPUBELAEHHbIX B NMPUNOXKEHUN K
HacTosILLEeMY [OKYMEHTY, B pes3ynbTaTte 4Yero onpeaensitotcs Mepbl no obecneyeHuto
6e30nacHOCTM NepCoHanbHbIX AAHHbBIX, HANPaBMEHHbIE Ha HENTPanM3aumilo BCEX akTyasnbHbIX
yrpo3 6e30nacHOCTM NePCOHanbHbIX 4aHHbIX AN KOHKPETHOM MHGOPMAaLMOHHON CUCTEMDI;

AOMNOJSTHEHME YTOYHEHHOro aganTupoBaHHoro 6asoBoro Habopa mep no obecneyeHuto
6e3onacHOCTM  MepCcoHanbHbIX  AaHHbIX  Mepamu, obecneymBaloWMMN  BbINONIHEHNE
TpeboBaHUN K 3alumMTe MNepCoHarnbHbIX AaHHbIX, YCTAHOBMEHHBIMA WHBIMW HOPMAaTUBHbBIMA
npaBoBbIMM akTamu B obnactu obecnevyeHnss 6e30MacCHOCTM MEPCOHArNbHbIX AaHHbIX U
3awmTbl MHGOPMaL UK.

10. MNpn HEBO3MOXHOCTN TEXHMYECKOW peanusauumn oTaenbHbIX BblOpaHHbIX Mep Mo
obecneyeHnto 6e30NacHOCTU NEepPCOHAmNbHbIX [aHHbIX, @ TakkKe C Y4EeTOM 3KOHOMWUYECKOM
uenecoobpasHOCTM Ha 3Tanax apganTtauum ©0asoBoro Habopa mep M (UNKM) YTOYHEHMS
aganTupoBaHHOro 6a3oBoro Habopa mep MoryT paspabaTbiBaTbCs WHbIE (KOMMEHCUPYHOLLNE)
Mepbl, HanpaBfeHHble Ha HeWTpanM3aumio akTyanbHbIX yrpo3 6e30nacHOCTM NepPCOHarnbHbIX
AAHHbIX.

B atom cnyyae B xoae pa3paboTky CUCTEMbI 3aLUTbl NEPCOHANbHbLIX AaHHbLIX OOMMKHO
OblTb nNpoBeAeHO O060CHOBaHME MNPUMEHEHUA KOMMEHCUPYLWNX Mep Ans obecneyeHus
6e30nacHOCTM NepcoHanbHbIX JAHHbIX.

11. B cnyyae onpegeneHnsas B COOTBETCTBMM C TpeboBaHmaMM K 3awmTte
nepcoHanbHbIX Npyu nx obpaboTke B MHOPMALMOHHBIX CUCTEMAX NEepPCOHanbHbIX AaHHbIX,
yTBEPXAEHHbIMK rnocTaHoBneHnem [lpaButenbctBa Poccuinckon depepauum ot 1 HoAGpS
2012 r. N 1119, B kadecTBe akTyarbHbIX yrpo3 6e30nacHOCTN NepCcoHanbHbIX AaHHbIX 1-ro n
2-r0 TUMOB [AOMOMHUTENBbHO K Mepam no obecneyeHuto ©6e30nacHOCTM MNEepPCOHanbHbIX
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AaHHbIX, YKa3aHHbIM B MyHKTE 8 HaCTOSALWeEro JOKYMeHTa, MOryT NPUMEHATBCA cregylowme
Mepbl:

npoBepka CUCTEMHOrO M (MnW) NPUKIAAHOro MpPOorpaMMHOro obecneyeHus, BKo4vas
NPOrpaMMHbIN KO, Ha OTCYTCTBME HeOeKNnapupoBaHHbIX BO3MOXHOCTEN C UCMOSb30BaHNEM
aBTOMATU3NPOBAHHbIX CPEACTB U (Mnn) 6e3 CNonb30BaHMs TaKOBbIX;

TeCcTUpoBaHUe NH(POPMALNOHHON CUCTEMbI HA NMPOHUKHOBEHUS;

ncrnonb3oBaHne B MHAOPMAUMOHHOW CUCTEME CUCTEMHOro M (Mnu) nNpuknagHoro
nporpamMmmMHoro obecrneyeHns, paspaboTaHHOro C UCMOSb30BaHUEM METOLO0B 3alUMLLEHHOro
nporpaMmMupoBaHuS.

12. lNpu wncnonb3oBaHUM B WMHAOPMALMOHHBLIX CUCTEMaxX CepTUPUUMPOBAHHLIX MO
TpeboBaHnAM 6e3onacHOCTM MHOPMaLMK CPEACTB 3aLMTbl MHChopMaLnn:

a) onsa obecneyeHns 1 M 2 ypOBHEW 3aWULEHHOCTU MNEPCOHasbHbIX OaHHbIX
NPUMEHSIOTCS:

CpeAcTBa BbIYUCIIUTENBbHOW TEXHUKM HE HMXe 5 Knacca;

cucTeMbl OBHapyXeHUs1 BTOPXEHUA U CpeacTBa aHTMBUPYCHOW 3aluTbl He Huxke 4
Knacca;

MeXceTeBble 3KpaHbl He HMXe 3 Kracca B criydae akTyanbHOCTWU yrpo3 1-ro unm 2-ro
TMNoB nnm B3auMoO4encTBuUs MHGOpMaLMOHHON CUCTEMBI c
MHPOPMALNOHHO-TENEKOMMYHUKALUNOHHBIMU  CETAMU  MeXOYHapOOHOro WHAOPMaLNOHHOIo
obMeHa 1 MexceTeBble 3KpaHbl He HWXKe 4 Krnacca B Criydyae akTyarlbHOCTU yrpo3 3-ro tuna u
OTCYTCTBUS B3anMOOeNCTBMS MHOPMaLIMOHHON cucTeMbI c
NH(POPMALNOHHO-TENEKOMMYHUKALUNOHHBIMU  CETAMU  MeXOyHapoO4HOro MHOPMaLMOHHOIo
oOMeHa;

6) onsa obecneyeHns 3 ypoBHS 3aLLULLIEHHOCTU NEPCOHANbHbIX AaHHbIX NPUMEHSAIOTCS:

CcpencTBa BblYUCINTESNTBHON TEXHUKM HE HWKe 5 Knacca;

CUCTEMbI OBHapYXXeHUs1 BTOPXEHUA UM CPeacTBa aHTMBUPYCHOM 3awuTbl HE Huxe 4
Knacca 3awutbl B Criydae akTyanbHOCTM Yrpo3 2-ro Tuna win B3auMOLEWCTBUS
WH(POPMAUNOHHON  CUCTEMbI  C  MH(POPMALMOHHO-TENEKOMMYHUKALUMOHHBIMU  CETAMM
MeXOyHapoOgHOro WHAOPMAaUUOHHOIO OOMeHa U cUCTeMbl OBHApPYXEHUA BTOPXEHUA U
CpeAcTBa aHTUBMPYCHOW 3alUMThl HE HMXEe 5 Knacca 3awuTbl B Cliydae akTyanbHOCTU yrpo3
3-ro TMma W OTCYTCTBMS  B3aUMOAEWNCTBUS  WH(POPMALMOHHOM  CUCTEMBbI  C
NHPOPMALNOHHO-TENEKOMMYHUKALUNOHHBIMU  CETSMU  MeXOYHapoO4HOro MHAOPMaLMOHHOIo
oOMeHa;

MEeXCeTeBble 3KpaHbl HE HMKe 3 Knacca B Crlydae akTyanbHOCTM Yyrpo3 2-ro tuna unm
B3anMOAencTems MHPOPMaLMOHHON CUCTEMbI C UHAPOPMALMOHHO-TENTEKOMMYHUKALMOHHBIMMW
CeTaAMU MeXOyHapo4HOro MHMOpPMaUMOHHOIO OBMeHa M MeXceTeBble 3KpaHbl He Huke 4
Knacca B Criydae akTyanbHOCTM Yrpo3 3-ro TMna W OTCYTCTBMS B3auMOOEWCTBUSA
WHPOPMALUNOHHOM  CUCTEMBI  C  UHAOPMALUNOHHO-TENEKOMMYHUKAUUOHHBIMU  CETAMU
MeXayHapogHoro MHopmaLMoOHHOro obmMeHa;

B) 4ns obecneyeHns 4 ypoBHS 3aLULLEHHOCTN NEePCOHabHbIX AAaHHbIX MPUMEHSIOTCS:

CpencTBa BblYNCINTENBHON TEXHUKN HE HUXE 6 Knacca;

CUCTEMbI OBHapyXeHust BTOPXKEHUA U CpeacTBa aHTMBUPYCHOW 3alinTbl HE HUXe 5
Knacca;

MexXceTeBble 3KpaHbl S Kracca.

Ona obecneyeHns 1 1 2 ypoBHEN 3aLLULLEHHOCTM MEPCOHarbHbIX OAHHbIX, a TaKke
ana obecneyeHns 3 ypOBHSA 3aLUULLEHHOCTU MEPCOHasnbHbIX OAHHbIX B UH(OPMALMOHHbIX
cuctemax, Anst KOTopbIX K akTyanbHbIM OTHECEHbI Yrpo3bl 2-r0 Tuna, NPUMEHSIOTCSA CpeacTBa
3aWnTbl UHCpOpMaLUK, nporpaMmmMmHoe obecneveHme KOTOPbIX MPOLUSIO NPOBEPKY HE HMKE YeM
Nno 4 ypOBHIO KOHTPOSSA OTCYTCTBUSA HeOeKNapupoBaHHbIX BO3MOXHOCTEWN.

13. lMpun uncnonb3oBaHUM B MH(POPMALMOHHBIX CUCTEMAX HOBbIX MHE(OPMAaLMOHHBLIX



TEXHOMNOMMM M BbISIBIIEHUM AOMNOMHUTENBbHbBIX yrpos GesonacHocTu nepcoHaribHbiX AOaHHbIX,

AN KOTOpPbIX He onpeaeneHbl Mepbl obecnevyeHnss wux 6Ge3onacHOCTH,

OOJDKHbI

pa3pa6aTb|BaTbc;| KOMNeHcmpywuwme mMepbl B COOTBETCTBUNA C TMYHKTOM 10 HacToswero

AOKYMEHTa.

Mep no obecneyeHuto 6esonacHoCcTn nepcoHasrbHbIX AaHHbIX, HeobxoaUMbIX Ans

CocTtaB u coagepxaHue

MpunoxeHune
k CocTaBy 1 cogepxaHuto

OpraHu3auMOHHbIX U TEXHUYECKUX Mep Nno
obecne4yeHUo 6€30MacHOCTU NepCcoHarnbHbIX
AaHHbIX NpU nx obpadoTke B MHHOPMALUMOHHbIX
cucTemMax nepcoHasnbHbIX AAHHbIX

obecneyeHust Kaxkgoro us ypOBHeﬁ 3alWnLLEeHHOCTU NepCoHalIbHbIX AaHHbLIX

YcnoBHoe

o6o3HavyeH

ne n Homep
Mepbl

CopepxaHune mep no obecneveHuto 6e3onacHoCTn
nepcoHanbHbIX AaHHbIX

YpoBHMK

3aLMLLEHHOCTH
nepcoHarnbHbIX

JaHHbIX

41321

I. UpenTudpmkauma v ayteHTudmkaumns cyoekros goctyna n oo6vekros goctyna (MAD)

NAD.1

VoeHTudukaums n ayTeHTudukaums nonb3oBaTtenen,
aBnawmxcs paboTHMKamm oneparopa

+ |+ | +

+

NAD.2

WoeHTndukaumsa n ayteHTUuKauma yCTpomcTs, B TOM
yucne CTaumoHapHbIX, MOBUBHBLIX 1 MOPTATUBHBLIX

+

+

NA®.3

YnpasneHue ngeHtuumnkatopamum, B TOM Ymcre
cOo3JaHue, NPUCBOEHUE, YHUYTOXEHNE MOEHTU(PUNKATOPOB

NAD .4

YnpasneHue cpegcrsaMmu ayteHTUdMKauumn, B TOM Ymcne
XpaHeHue, Bblgaya, nHuumnanusaund, 6rokmposaHme
cpeacTB ayTeHTUPMKALMKM U NPUHATME MepP B Cryvae
yTpaTtbl 1 (MNK1) KOMNpPoOMeTauun cpeacTs
ayTeHTumnkaumm

NAD.5

3awuTa obpaTtHON CBA3W Npu BBOAE
ayTeHTUUKaUMoHHOM MHopMaLmn

NAD.6

WpoeHTndpukauma n ayteHTUuKauma nonb3oBartesnien, He
ABNAOLWLMXCA paboOTHUMKaMKn onepatopa (BHELLHUX
nonb3oBaTesnien)

Il. YnpaBneHue gocTtynom cy6bLeKToB AOCTyna K o6beKkram o

ctyna (YNA)

yna.

YnpasneHue (3aBegeHune, aktusauus, 6rokmposaHmne mn
YHUUTOXEHNE) YYETHBIMM 3annucsamMm nornb3oBaTenen, B
TOM YMUCIEe BHELLHMX NOSib3oBaTenemn

+ |+ | +

yna.2

Peannsauusa HeobxogMMbIXx METOO0B (OUCKPELIMOHHBIN,
MaHLAaTHbIN, PONEBOW UM NHOW MEeTOA), TUNOB (YTEHNME,
3anucb, BbIMOSHEHNE UM MHOW TUMN) U NPaBui
pasrpaHuyeHus gocryna

yna.3

YnpasneHue (punbtpayuns, MapLupyTusaumsi, KOHTPOsb




cOeaVHeHU, O QHOHanpaBrieHHas nepegada n uHble
cnocobbl yrnpasneHus) MHPOPMaLUMOHHLIMU NOTOKaMM
Mexay ycTponcTBamMu, cerMeHTamm MHopMaLMOHHON
CUCTEMbI, a TaKKe Mexay MHOPMaLMOHHbIMU
cucTemamm

yna.4

PasgeneHue nonHomounn (ponen) nonb3oBaTenen,
aAMWHNCTPATOPOB 1 Nu1u, obecneymBaoLLmnx
PYHKLUMOHUpOBaHNE MHPOPMaLMOHHON CUCTEMDI

yna.s

HasHa4eHne MnHMManbLHO HeoBXoaUMbIX NpaB m
npvBunerun norb3oBaTensm, agMmmHucTpaTopam u
nvuam, obecneynsarowMM PyHKLUMOHMPOBaHNE
MHGOPMAaLMOHHOW CUCTEMBI

yrnpa.e

OrpaHuyeHre HeycneLlHbIX MONbITOK BXOAa B
NHPOPMALUMOHHYIO cUcTeMy (gocTyna K
NHPOPMALMOHHON CUCTEME)

YNO.7

MpeaynpexaeHne nonb3oBaTens Npu ero BXoae B
NHOPMALMOHHY CUCTEMY O TOM, YTO B
MHOPMaLMOHHON CUCTEME peann3oBaHbl Mepbl NO
obecneyveHunto 6e30nNacHOCT NEPCOHarbHbIX AAHHbIX, U O
Heob6xoaMMOCTN cobnaeHNsT YCTaHOBMEHHbIX
oneparopom npasun 06paboTkn NepcoHanbHbIX JaHHbIX

yna.8

OnoBelLeHVe Nonb3oBaTens Nocre ycrewHoro Bxoaa B
MHOPMAaLMOHHYIO CUCTEMY O ero npeabiayLemM Bxoae B
MHPOPMALIMOHHYIO CUCTEMY

yna.9

OrpaHnyeHne ymcna napannenbHbiX CeaHCoB AoCTyna
AN KaXKAoW y4eTHOW 3anucu nosib3oBaTens
MHGOPMAaLMOHHOW CUCTEMBbI

YNOA.10

BnokuposaHune ceaHca goctyna B MHPOPMaLMOHHYIO
CMCTeMy nocre yCTaHOBNEHHOro BpeMeHn 6e3aencrang
(HeaKTMBHOCTW) NONb30BaTENS UMY MO ero 3anpocy

yna.11

PaspelueHue (3anpeT) 4encTBmi Nonb3oBaTenen,
paspeLLeHHbIX 40 AeHTUdUKaUMM n ayteHTudmKaumm

yna.12

Mopoepxka n coxpaHeHue atpmbytoB 6e3onacHoOCTU
(MeTOK Be3onacHOCTK), CBA3aHHbLIX C UHOPMaUnen B
npouecce ee xpaHeHus 1 06paboTkn

yna.13

Peanunsaums 3awuiLeHHOro yaaneHHoro goctyna
cybbeKToOB gOCTyna K 06bekTaMm AocTyna Yepes BHELLHME
NHOPMaLNOHHO-TENEKOMMYHMKALMOHHbIE CETU

yna.14

PernameHTaumsi n KOHTPOSb NUCNOSIb30BaHUS B
NHPOPMaLNMOHHON cuCTeEMe TexHorormi 6ecnpoBOAHOroO
goctyna

yrna.1s

PernameHTaums 1 KOHTPOIb UCMOMb30BaHUS B
MHPOPMALIMOHHON cUCTEME MOBUIBHBIX TEXHUHYECKUX
cpeacTs

yna.16

YnpaBneHue B3aMMoaencTesuem ¢ MHOPMaLMOHHbIMM
cMCTEMaMM CTOPOHHUX OpraHv3auuii (BHeLHWe
MHOPMaLMOHHbIE CUCTEMBI)

ynp.7

ObecneyeHne [OBEPEHHOM 3arpy3kn CpeacTs
BbIYMCINTENBbHOW TEXHUKN




lll. OrpaHnyeHne nporpammHoun cpeabl (OlNC)

oric.1 YnpaBneHue 3anyckom (obpaleHnsiMn) KOMNOHEHTOB
nporpamMmmHoro obecneveHusi, B TOM Yncrne onpegenexHme
3anyckaeMbiX KOMNOHEHTOB, HAaCTPOVika NapamMeTpoB
3anycka KOMMNOHEHTOB, KOHTPOSb 3a 3anyCKOM
KOMMOHEHTOB NpOrpammMHoro obecnevyeHus

oric.2 YnpaBneHune ycTaHOBKOW (MHCTannsiumMemn) KOMNOHEHTOB
nporpammMHoro obecrneveHus, B TOM Y1cne onpegeneHve
KOMMOHEHTOB, noAnexalinx ycTaHoBKe, HacTpounka
napamMeTpoB YCTaHOBKM KOMMOHEHTOB, KOHTPOJb 3a
YCTaHOBKOW KOMMOHEHTOB NporpamMHoro obecneveHus

oric.3 YcTaHoBKa (MHCTanNaumnsa) TONbKO paspeLLleHHOro K
NCNonb30BaHMIO NporpaMmMHoOro obecneveHust n (Mnn) ero
KOMMOHEHTOB

orc.4 YnpaBneHne BpeMeHHbIMN hannamm, B TOM Yncne
3anperT, paspelueHue, nepeHanpasneHme 3anucu,
yaaneHne BpeMEHHbIX hannos

IV. 3awmra MaWMHHbIX HOCUTENnen nepcoHanbHbIX AaHHbIX (3HN)

3HN .1 YyeT MalUMHHbIX HOCUTENEeN NepCoHanbHbIX AaHHbIX

3HWN.2 YnpaeneHne JOCTYNOM K MalIMHHbLIM HOCUTENAM
nepcoHanbHbIX JaHHbIX

3HN.3 KoHTponb nepemeLyeHns MalMHHbIX HOCUTENen
nepcoHarnbHbIX JaHHbIX 32 Npegeribl KOHTPONMpyeMown
30HbI

3HN.4 MckntoyeHne BO3MOXHOCTU HECAHKLIMOHMPOBAHHOIO

0O3HaKOMIEHUS C Coaep)KaHMeM NepcoHarnbHbIX AaHHbIX,
XPaHSLMXCS HAa MaLUUHHBIX HOCUTENSIX, U (1K)
MCMNONb30BaHUS HOCUTENEeN NepcoHarnbHbIX AaHHbIX B
NHbIX MHOPMAaLMOHHbIX CUCTEMAaX

3HN.5 KoHTponb ncnonb3oBaHus nHTepdencos BBoaa (BbiBoga)
MHOPMaUUKN Ha MaLLUMHHbBIE HOCUTENW NePCOHanbHbIX
AaHHbIX
3HN.6 KoHTponb BBOAA (BbiIBOAA) MH(POPMALIMN HA MALLMHHbIE
HOCUTENN NepCOHanbHbIX JaHHbIX
3HN.7 KOHTpOrnb nogkmo4YeHna MallnHHbIX HOCUTenen
nepcoHanbHbIX JaHHbIX
3HN.8 YHUYTOXEHME (CTUpaHue) unm obesnmymsaHue +

nepcoHaribHbIX aHHbIX HA MaLUUHHbIX HOCUTENAX NpUN nX
nepegade mMexay nornib3osartesnsamMmuy, B CTOPOHHUE
opraHunsauumn ana peMoHTa unn ytunmsauummn, a Takke
KOHTPOJ1b YHUYTOXEHUA (CTI/lpaHI/IFI) nnn obesnnyneBaHns

V. Peructpaumnsa cobbitum 6esonacHoctu (PChb)

PCB.1 OnpeaeneHne cobbiTuin 6e3onacHOCTU, Nognexalumnx + +
perucTpaumnm, 1 CPOKOB NX XpaHEHNSA
PCB.2 OnpepgeneHne coctaBa n cogepaHms MHdopmaumm o + +

cobbITnAX 6e30NacHOCTM, Nognexalimx perncTpaunm

PCB.3 C6op, 3anmcb 1 xpaHeHme nHopmaLumm o cobbITUAX + +




6e3onacHOCTN B TeYEHME YCTaHOBINIEHHOIO BPEMEHM
XpaHeHUsi

PCb.4

PearnpoBaHue Ha cbou npu pernctpaumm cobbiTum
Ge3onacHOCTK, B TOM YMcCne annapaTtHble U NporpaMMHble
owmnbkn, cbon B MexaHu3amax cbopa nHdopmauum n
OOCTUMXXEHME Npefena unu nepenoniHeHms obbema
(eMKoCTM) namMaTH

PCB.5

MoOHUTOPUHI (NPOCMOTP, aHanun3) pesynbLTaToB
perncTpauumn cobbiTuin 6€3onacHOCTU U pearMpoBaHne Ha
HUX

PCB.6

"eHepupoBaHME BPEMEHHbBIX METOK U (M)
CMHXPOHM3aLMs CUCTEMHOIO BPEMEHU B
NHGOPMAaLIMOHHON CUCTEME

PCB.7

3awmTta nHdopmaumm o codbliTAX 6e3onacHOCTH

VI. AHTUBUpYCcHas 3awmta (AB3)

AB3.1

Peanusauus aHTnBM pyCHOVI 3allNThbl

AB3.2

O6HoBneHne 6a3bl AaHHbIX NPU3HAKOB BPE4OHOCHbIX

KOMMNbIOTEPHbIX Nporpamm (BUpPYcoB)

VIl. O6bHapyxeHue BTopxeHun (COB)

COB.1

O6HapyXeHne BTOpPXXEeHUM

+

=+

COB.2

O6HoBneHne 6asbl peluaroLwmx npasus

VL.

KoHTponb (aHanu3) sawueHHOCTU NepCcoHarbHbIX AaH

HbIX

(AH3)

AH3.1

BbisiBneHue, aHanua ysa3asumMmocTten MHpopmaLMoHHON
CUCTEMbI N ONepaTUBHOE YCTPAHEHNE BHOBb BbISIBIIEHHbIX
ysiI3BUMOCTEN

AH3.2

KoHTponb ycTaHOBKM OOHOBMNEHUN NPOrpamMMHOro
obecneyeHus, Bkno4as oOHoBNEHME NPOrpaMmmMHOro
obecneyeHuns cpeacTs 3awmTbl MHGoOpMaumm

AH3.3

KoHTponb paboTocnocobHOCTM, NapamMeTpOB HACTPOMKA U
NpaBuUNbHOCTU PYHKLMOHNPOBAHMSI NPOrpamMMHOro
obecnevyeHuns n cpeacTs 3aWmTbl MHOOPMaLMK

AH3.4

KoHTporb cocTaBa TEXHUYECKMX CpeacTB, NPOrpaMmmMHOro
obecneyeHunss U CPeacTB 3alnTbl MHOpMaLn

AH3.5

KoHTponb npaBun reHepaLmmn 1 cMeHbl Naponen
nonb3oBartenen, 3aBefeHuns 1 yaaneHus y4eTHbIX
3anuceri nonb3oBaTtenen, peanusaumm npasun
pasrpaHu4eHns 4ocTyna, NoNIHOMOYMIA Nonb3oBaTenei B

MHOPMALNOHHON CUCTEME

IX. O6becneyeHue LENOCTHOCTN MHPOPMALIMOHHON CUCTEMbI U NEePCOHAaNbHbIX AaHHbIX

(oun)
ous.1 KoHTpOnb LenocTHOCTM NporpaMmmMHOro obecneyeHus, + | +
BKItOYasa NporpaMmMHoe obecnevyeHne cpeacTs 3auThbl
MHopMauunn
oun.2 KOHTpPOSIb LLENOCTHOCTM NEPCOHANbHbIX JaHHbIX,

copgepxawumxcsa B 6aszax gaHHbIX MHPOPMaLMOHHOM
CUCTEMbI




oun.3

ObecneyeHne BO3MOXXHOCTM BOCCTAHOBIEHMS
nporpaMMHoro obecneyeHusi, BKMo4as nporpaMMHoe
obecneyeHne cpeacTs 3almTbl MHopMaumm, nNpu
BO3HMKHOBEHMWN HELUTATHbIX CUTYaL M

oun.4

OGHapyxeHue 1 pearnpoBaHue Ha NOCTyrnneHne B
NHPOPMALNOHHYIO CUCTEMY He3anpalumMBaeMblX
9MNEKTPOHHbIX COOBLLEHMIN (MMceM, AOKYMEHTOB) 1 MHON
NHJOPMaLNK, HE OTHOCALLMXCSA K OYHKLMOHUPOBAHNIO
MHPOPMALNOHHOM CUCTEMBI (3aLmTa OT cnamMa)

oun.s

KoHTponb cogepxaHua nHopmMauum, nepegasaemMon s
MHPOPMALMOHHON CUCTEMBI (KOHTEMHEPHbIN,
OCHOBAaHHbIN Ha CBOMCTBax ob6bekTa focTyna, u (unum)
KOHTEHTHbIN, OCHOBaHHbIN Ha MOUCKe 3anpeLLeHHON K
nepegayve MHoOpMaLMm C NCNONb30BaHNUEM CUrHATYp,
MacCoOK M UHbIX METOLOB), N UCKIIOYEHNE HENPaABOMEPHOW
nepegayun nHpopmaumm ns MHopMauMOHHON CUCTEMBI

oun.6

OrpaHuyeHne npae nonb3oBaTenel No BBoAyY
NHopPMaLMN B UHPOPMAaLIMOHHYH CUCTEMY

oun.7

KOHTpOsb TOYHOCTU, MOMHOTLI M NPaBUbHOCTU AaHHbIX,
BBOAMMbIX B MH(POPMALIMOHHYIO CUCTEMY

oun.s

KoHTponb owmnbo4HbIX 4ENCTBUI NONb3oBaTenen no
BBOAY M (UNK) Nepeaayve nNepcoHanbHbIX JAHHbIX U
npegynpexaneHne nonb3oBartenen 06 owmnboYHbIX
OEeNCTBUAX

X. O6ecneyeHune 4OCTYNMHOCTU NePCOHaNbHbIX AaHHbIX

(OAT)

oAaT.1

Vicnonb3oBaHue OTKa30yCTOIZ‘-II/IBbIX TEXHNYECKUX cpeacTtB

oAT.2

PesepBurpoBaHne TeEXHUYECKMUX CPeacTB, NPOrpamMMHOro
obecneyveHus, kKaHanoB nepegaym nHopmaumm, CpeacTs
obecnevyeHns PyHKLMOHMPOBAHNA NHPOPMALIMOHHOWN
CUCTEMbI

oAT.3

KoHTponb 6e30TKa3HOro oyHKLMOHMPOBAHNSA
TEXHUYECKUX CPeaCTB, ObHapyxeHue 1 nokanusaums
0TKa30B PYHKLNOHUPOBAHWUS, NPUHATUE MepP MO
BOCCTAHOBMEHUIO OTKa3aBLUMX CPEACTB N UX
TeCTupoBaHue

oaT.4

Meproanyeckoe pe3epBHOE KOMMPOBaHME NepCoHanbHbIX
[laHHbIX Ha pe3epBHble MallMHHbIe HOCUTENN
NnepcoHanbHbIX AaHHbIX

oaT.5

ObecneyeHne BO3MOXHOCTM BOCCTaHOBIIEHUS
nepcoHarnbHbIX AaHHbLIX C PE3ePBHbIX MALLUNMHHbIX
HocuTernen nepcoHarbHbIX AaHHbIX (pe3epBHbIX KONUN) B
TeYeHWe YyCTaHOBIIEHHOrO BPEMEHHOIO MHTepBana

Xl. 3awumTa cpeabl Buptyanusauum (3CB)

3CB.1

WpeHTndmrkaumsa n ayteHTumkauma cybbektos goctyna
N 06BEKTOB JOCTyNa B BUPTYyarbHOM MH(pACTPYKType, B
TOM 4YUcne agMUHUCTPATOPOB ynpasBrieHns cpeacTBamu
BMpTYanusauuu

3CB.2

YnpasneHne JocTynoMm cybbekToB AocTyna K o6bekTam




[0CTyna B BUPTYyarbHOW MHPACTPYKType, B TOM YMcChe
BHYTPY BUPTYanbHbIX MaLINH

3CB.3

Pernctpaumsa cobbitun 6e3onacHOCTU B BUPTYaribHOM
NHQPACTPYKTYpEe

3CB.4

YnpasneHue (punbTpayuns, MapLupyTusawmsi, KOHTPOsb
coeiHeHWs, OfHOHanpasneHHas nepegada) NnoTokamm
MHOpPMaUUKN MeXay KOMNOHEHTaMN BUPTyarbHOM

NHQPACTPYKTYpPbI, @ TaKKe No nepumMeTpy BUPTyaribHON

NHAPACTPYKTYPbI

3CB.5

[loBepeHHas 3arpyska cepBepoB BUpTyanusauuu,
BUPTyarnbHOM MaLUWHbI (KOHTENHEpPA), CepBEPOB
ynpaBrieHnsa BupTyanusaymnen

3CB.6

YnpasneHue nepemeLleHMeM BUPTYyanbHbIX MaLLVH
(koHTenHepoB) 1 obpabaTbiBaeMbIX HA HUX AaHHbIX

3CB.7

KOHTpOrb LenoCTHOCTU BUPTYanbHOW MHPPACTPYKTYPbI U
ee KOHurypauumm

3CB.8

PesepBHOe konnpoBaHue faHHbIX, pe3epBrpOBaHue
TEXHUYECKUX CPeaCTB, NporpaMmMHoro obecneyeHuns
BUPTYaribHOM MHAPACTPYKTYPbI, @ TakKe KaHanoB CBA3U
BHYTPW BUPTYanbHON MHAPACTPYKTYPbI

3CB.9

Peanusauusa n ynpasneHne aHTUBUMPYCHOW 3aLLMTON B
BUPTYanbHOW NH(paACTPyKType

3CB.10

Pa3bueHne BnpTyanbHOM MHPPACTPYKTYPbl HA CErMEHTbI
(cermeHTMpOBaHWE BUPTYarbHOM MHMPACTPYKTYpbI) ANs
06paboTkn NnepcoHanbHbIX AaHHbLIX OTAENbHbLIM
nonob3oBaTenemM u (unu) rpynnou nosib3oBartenem

XIl. 3awumTta TexHnyeckux cpeactB (3TC)

3TC.1

3awmta nHdopmauumn, obpabaTbiBaeMon TEXHNYECKUMM
CpeAcTBaMu, OT €€ YyTEYKN N0 TEXHNYECKMM KaHanam

3TC.2

OpraHusauust KOHTPONMPYEMOW 30HbI, B Npegenax
KOTOPOW NOCTOSIHHO pa3MeLlarTCs CTauMoOHapHble
TeXHU4eckue cpencraea, obpabaTbiBarome
MHopMaLuio, 1 cpeacTBa 3alnTbl MHpopMaumn, a
TaKkke cpeacTea obecnevyeHnst PyHKLUMOHNPOBAHUS

3TC.3

KoHTponb v ynpasneHue omsandecknm 4oCTyrnom K
TeXHUYEeCKUM cpeacTBaM, cpeacTBam 3aLmThl
MHopMauuKn, cpeacrTesam obecneveHust
PYHKLUNOHUPOBAHUS, a TaKKe B NOMELLEHUSA U
COOPYXXEHUS, B KOTOPbIX OHW YCTaHOBSEHbI,
NCKIToYaloLLne HeCaHKUMOHNPOBAHHbLIN PU3NYECKUN
AOCTyN K cpeactBam 06paboTkn nHgopmaumu,
cpeacTeaMm 3awuTbl UHoOpMauuu 1 cpeacrTeam
obecnevyeHns PyHKLMOHMPOBAHNA NH(POPMALIMOHHOWN
CUCTEMbI, B MOMELLEHNSA N COOPYXXEHUS, B KOTOPbIX OHU
YyCTaHOBJIEHDI

3TC.4

Pa3melLeHne ycTponcTB BbiBoAa (0TOBpaxeHns)
NHopMaLUnKn, UCKIToHaloLLLee ee HECAHKLIMOHUPOBAHHbLIN
NpPOCMOTP

3TC.5

3alimTa OT BHELUHNX BO3LENCTBUN (BO3AENCTBUN




oKpyxatowen cpeabl, HecTabnnbHOCTH
3NEeKTPOCHabXEeHNS, KOHOULMOHMPOBAHNSA U UHbIX
BHELLHNX ) aKTOPOB)

XIlll. 3awmra nHpopMaLMOHHON CUCTEMBI, €€ CPpeacTB, CUCTEM CBA3U U Nepeaayu
AaHHbIX (3UC)

31C.1 PasgeneHue B MHGOpMaLUNOHHOM cucteme PyHKLMIA No
yrnpasneHuo (agMMHUCTPUPOBAHNIO) NHPOPMAaLIMOHHON
CUCTEMOWN, yNpaBfeHnto (aaAMUHUCTPUPOBAHUID) CUCTEMON
3aLWNTbl NEPCOHanbHbIX AaHHbIX, PYHKUMI No obpaboTke
nepcoHanbHbIX AaHHbIX W UHbIX OYHKLUWIA
MHPOPMALIMOHHOW CUCTEMBI

3NnC.2 MpepoTBpalleHne 3a8ep>KKn Unv npepbiBaHus
BbIMOSIHEHUS MPOLECCOB C BbICOKUM NPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HU3KNM NPUOPUTETOM

31C.3 Ob6ecneyeHune 3aWmTbl NEPCOHANbHbIX AaHHbIX OT + + +
packpbITMs, Moandmkaumm n HaBsa3biBaHNA (BBoOAA
NOXHoW nHopmaumm) npu ee nepenade (NOAroToBKE K
nepeaave) no KkaHanam CBsi3v, MMELLMM BbIXOA 3a
npeaenbl KOHTPONMPYEMOW 30HbI, B TOM YnUCre
6ecnpoBOAHbIM KaHanam CBs3u

3nCcC.4 Ob6ecneyeHne ooOBEPEHHBIX KaHana, MapLipyTta Mexay
aAMWHNCTPaTOPOM, Nonb3oBaTenemM 1 cpeacTsamm
3awmTbl MHopmaumm (PyHKUMsIMK BGe30nacHoCTH
cpeacTB 3awmThl MHOpMaLmn)

3nC.5 3anpeT HeCaHKLMOHNPOBAHHOW yaaneHHon akTueawumm
BUageokamep, MUMKPOGOHOB U UHbIX NepUdepumnHbIX
YCTPOWCTB, KOTOPbIE MOMYT aKTUBMPOBATLCS yAaneHHO, n
OornoBeLleHne nonb3oBarenen 06 akTuBaLUum Takmx
YCTPOWUCTB

3nC.6 lMepenaya n KOHTPOMb LENOCTHOCTU aTpMbyToB
6esonacHocTM (MeTok 6e30nNacHOCTH), CBA3AHHbIX C
nepcoHanbHbIMW AaHHLIMW, MPU 0OMEHE MW C UHBIMU
NHOOPMALNOHHBIMU CUCTEMAMM

3nC.7 KOHTpOMb CaHKUMOHMPOBAHHOIO U UCKITHOYEHUEe
HeCaHKUMOHNPOBAHHOIO UCMONb30BaHNA TEXHOMOMNN
MOBUNBHOrO Koga, B TOM YMChe perucTpaums cobbiTuin,
CBSI3aHHbIX C NCNOSIb30BaHWEM TEXHONOMN MOBMIBHOMO
KoAa, UX aHanu3 1 pearmpoBaHne Ha HapyLLeHus,
CBSI3aHHbIE C UCMONb30BaHNEM TEXHONOMMN MOBUNBHOIO
koga

3nC.8 KOHTpOnb CaHKUWMOHMPOBAHHOIO U UCKITIOYEHUEe
HEeCaHKLMOHNPOBAHHOMO MCMNOMb30BaHUSA TEXHOMOMI
nepegayv peydm, B TOM Yncrne perncrpaums cobbiTuim,
CBSI3aHHbIX C NCNOSIb30BaHMEM TEXHOMNOMMIN Nepeaayn
peyu, Ux aHanums n pearmpoBaHve Ha HapyLleHus,
CBSi3aHHbIE C UCMONb30BaHNEM TEXHOMOIMI Nepeaayn
peyu

3nC.9 KOHTpOnb CaHKUMOHMPOBAHHOW U UCKOYEHWE
HeCaHKUMOHNPOBAHHOW nNepefayv BuaeonHgpopmaumm, B




TOM 4KUcrne pernctpauns cobbiTU, CBA3AHHbIX C
nepegaden BMageoMHgopmarlmm, nx aHanms u
pearmpoBaHue Ha HapyLUeHUs, CBA3aHHbIe C nepefayen
BUAeONHGOpMaLnm

31C.10 MoaTBep)xaeHne NPonNCXoXgeHnsa NCTOUHKKA

MHd opMaLuKM, Noy4aemMon B npoLiecce onpeneneHust
CeTeBbIX aapeCcoB N0 CETEBbIM MMEHAM UMK
onpeneneHns CeTeBbIX MMEH No CeTeBbIM agpecam

31C.11 ObecnevyeHne NOANTIMHHOCTU CEeTEBbIX COeANHEHUN
(ceaHcoB B3aMMoOLENCTBNA), B TOM YnCe ANs 3aWwmThbl OT
NoAMEHbI CeTEBbIX YCTPONCTB U CEPBUCOB

3NC.12 MckntoyeHrne BO3MOXKHOCTM OTpULL@HUSA nosfib3oBaTenem
drakTa oTnpaBkn NePCOHanbHbIX aHHbLIX APYromy
nonb3oBaTesito

31nC.13 MckntoyeHne BO3MOXHOCTM OTPULL@HMS Nofb30oBaTENEM
hakTa Nony4yeHns NepcoHarbHbIX AaHHbIX OT APYroro
nonb3oBaTens

3nC.14 VMcnonb3oBaHWe yCTPOMUCTB TEPMUHANBHOIO JoCcTyna Ang
006paboTKn NepcoHanbHbIX AaHHbIX

3nC.15 3awmTa apxmBHbIX (hannos, NnapamMeTpoB HACTPOMKMU
CpeAcTB 3aWwmTbl MHopMaunmn n NporpaMmMHoOro
obecnevyeHns N MHbIX AaHHbIX, HE NoAneXxalmx
N3MEHEHNIO B Npouecce 06paboTkn nepcoHanbHbIX
AAHHbIX

31C.16 BbisiBneHue, aHanua n 6rnokMpoBaHne B
MHOPMALIMOHHONM CUCTEMBI CKPbITbIX KAHANOB nepeaayn
nHdopmauun B 06xoa peanmsoBaHHbIX MEpP UM BHYTPU
paspeLleHHbIX CETEBbLIX MPOTOKOIIOB

3nC.17 Pa3bneHne nHPopMaLMOHHON CUCTEMbI HA CErMEHTbI
(cermeHTMpoOBaHME UHPOPMALMOHHOW CUCTEMBI) U
obecneyeHune 3alMTbl NEPUMETPOB CENMEHTOB
MHPOPMALIMOHHOW CUCTEMBI

31nC.18 Ob6ecneyeHune 3arpyskm 1 UCMOSNTHEHUSA NPOrPaMMHOro
obecneyeHns ¢ MaNHHbBIX HOCUTENEN NepCOHanbHbIX
[AaHHbIX, OOCTYMHbIX TONBKO OIS YTEHUS], U KOHTPOIb
LLleNOCTHOCTM AaHHOro NPorpaMmHoro obecneyeHums

3nC.19 M3onsaums npoueccoB (BbINOMHEHME NporpamMm) B
BblgeneHHon obnactn namaTu

31C.20 3awuTta 6ecnpoBOAHbIX COEANHEHUN, NPUMEHSIEMbIX B
MHOPMALNOHHON CUCTEME

XIV. BbisiBneHne MHUMAEHTOB U pearnpoBaHue Ha Hux (MHL)

MHL.1 OnpegeneHve nuu, OTBETCTBEHHbIX 3a BbISIBIEHNE
WHUMAEHTOB N pearnpoBaHne Ha HUX

MHL.2 O6HapyxeHue, ngeHTudmrkaunsa n permcTpauns
NHUNOEHTOB

MHL.3 CBoeBpeMeHHOe MHPOPMUPOBAHME KL, OTBETCTBEHHbIX
3a BbIsIBIEHME UHUMOEHTOB N pearnpoBaHne Ha HUX, O
BO3HMKHOBEHUN MHUMAEHTOB B MH(POPMaLMOHHON
cucTeme Nonb3oBaTensaMm U agMMHUCTpaTopamm




MNHLU.4 AHann3 MHUMOEHTOB, B TOM YuCrie onpeaeneHme + +
MCTOYHMKOB U NPUYNH BO3HUKHOBEHNSA NHLUMAEHTOB, a
Takke oLeHKa Ux NnocneacTeumn

NHLL.5 [NpuHATME MEep NO YCTPaHEHUO NOCNeACTBUA NHLUMOEHTOB + | +

MHL.6 lMnaHupoBaHue v NPUHATME Mep MO NPeaoTBPaLLEHNIO + | +
NOBTOPHOIO BO3HMKHOBEHUS UHUMOEHTOB

XV. YnpaBneHue KoHdurypaumen nHPopMaLMOHHOU CUCTEMbI U CUCTEMbI 3aLLUTbI
nepcoHanbHbIX AaHHbIX (YK®)

YK®.1 OnpegeneHne nuu, KOTOPbIM pa3peLleHbl JENCTBUS MO + + | +
BHECEHNIO N3MEHEHNIN B KOHPUTYpaLNIO
MHJOPMAaLMOHHOWN CUCTEMbI U CUCTEMbI 3aLUUTDI
nepcoHanbHbIX JAHHbIX

YK®.2 YnpasrneHne nameHeHnaMu KoHdurypaumm + + | +
MHPOPMALMOHHOW CUCTEMBI N CUCTEMbI 3aLUUThI
nepcoHanbHbIX AaHHbIX

YK®.3 AHanua noteHumnanbHOro BO3genCTBUA NNaHUpyeMbIX + + +
N3MEHEHN B KOHJUIypaunm MHpopmMaLMOHHON CUCTEMbI
N CUCTEMbI 3aLLMThl NEPCOHAsbHbIX AaHHbIX Ha
obecneyeHne 3almTbl NepCOHaNbHbIX AAHHbIX U
cornacoBsaHue N3mMeHeHu B KoHdurypauum
NHGOPMAaLMOHHOW CUCTEMbI C LOSMKHOCTHBIM FINLOM
(paboTHUKOM), OTBETCTBEHHbLIM 3a obecrneyeHne
6e30nacHOCTM NepCcoHarnbHbIX JAHHbIX

YKo .4 [okyMeHTupoBaHue nHgopmaumm (4aHHbIX) 06 + + | +
N3MEHEHNAX B KOHUIypauum NHopmMaLmMoHHON
CUCTEMbI N CUCTEMbI 3aLUTbI NEPCOHANbHbIX JaHHbIX

"+" - Mepa no obecnevyeHuro 6e30MacHOCTM MNepPCOHarbHbIX AaHHbIX BKMAOYEHa B
06as3oBbii Habop Mep AOns COOTBETCTBYIOLLErO YPOBHSA 3aLMLLEHHOCTM MEPCOHAaNbHbIX
OaHHbIX.

Mepbl no obecneyeHuto 6e30NacHOCTU MepPCOHanbHbIX AaHHbIX, He O0603Ha4YeHHble
3HakoM "+", npumeHsaTCs nNpu  agantaumm H6as3oBoro Habopa Mep U YTOYHEHUMU
aganTupoBaHHOro 6a3oBoro Habopa mMep, a Takke Npu pa3paboTke KOMMNEHCUPYIOLWNX MEpP MO
obecneyeHnto 6€30NacHOCTN NePCOHasbHbIX AAHHbIX.



